[punoxenue 8
K KOJJIEKTUBHOMY J0roBopy Ha 2023-2026 rr.

IHOJIO’KEHHUE

O NOPAAKE XPAHCHUA U 3alIUTHI IICPCOHAJIbHBIX JaHHBIX II0JIb30BaTeIICH

1. TepMuHBI U onIpeaeIeHUsI

CaiiT — COBOKYITHOCTh IMPOTPAMMHBIX M allapaTHBIX cpeAacTB s DBM, obecnieunBaromumx
myOIMKauo A7 BceoOero 00o3penus uHGOpMauu U JaHHBIX, OObEIMHEHHBIX OOIIUM
LIEJICBBIM HA3HAYCHHUEM, ITOCPEIACTBOM TEXHHUYECKHX CPEJICTB, NMPUMEHSIEMBIX JUISI CBS3H
Mexny OBM B cerm HWutepuer. Ilon Caiitom B [lonoxxenun nonumaercs CaWr,
pacrosokeHHbIi B cetu MuTepHeT 1o aapecy: https://sosh22.ru.

IMosb3oBaTenb — monb3oBaTenb ceTu MHTepHEeT U, B yacTHOocTH, CaiiTa, UMEIOIIUNA CBOIO
JUYHYIO CTpaHuIly (mpoduis/akkayHT).

®epepanbubiii 3ak0H (P3) — DenepanpHplii 3akoH oT 27.07.2006 Ne 152 @3 «O
NEPCOHAIBHBIX JAHHBIX» (J1anee — 3aKOH O NePCOHANbHBIX JaHHBIX).

IlepconasibHble AaHHBbIe — T00as WHGPOpPMAIMS, OTHOCAIIASCS NPSIMO WIM KOCBEHHO K
OTIpeAIeIEHHOMY WM OIlpeaeiasieMoMy (U3HUECKOMYy IHUIy (CYOBEKTY MepCOHATbHBIX
JTAHHBIX ).

IlepconasibHble [JaHHBIC, pa3pelieHHbIe CYObEKTOM IEepPCOHAJBHBIX JAHHBIX [JIA
pacnpocTpaHeHusl — IEPCOHANIBHBIE JAHHBIE, JOCTYIl HEOTPAHMYEHHOIO Kpyra JuIl K
KOTOPBIM TPEJOCTaBICH CYOBEKTOM MEPCOHATIbHBIX MAHHBIX IyTeM Jadd corjacus Ha
00paboTKy MEpCOHANBHBIX JAHHBIX, PA3PEHICHHBIX CYObEKTOM MEPCOHANBHBIX JAaHHBIX IS
pacrnpoCTpaHEeHUs B MOPSAIKE, IPEAYCMOTPEHHOM 3aKOHOM O TIEPCOHAIBHBIX TAHHBIX.

Oneparop — opraHuzanus, CamMOCTOSATEIbHO WJIM COBMECTHO C JPYrUMHU JIMLAMHU
Opranmsyoiias 00padoTKy MepCOHANBHBIX IaHHBIX, a TAKXKE OMPEAeIAIoNas Helu 00padoTKu
MEPCOHAIBHBIX JTAHHBIX, TOJJICKAIMNX 00padOTKe, ACHCTBUSA (OMEpaIii), COBEPIIAEMBbIEC C
MEePCOHAIILHBIMU JTAHHBIMHU.

Oneparopom sIBiIsIeTCA 3aMECTUTEND TUpekTopa no Y BP.

O0padoTKka MepCcOHANBHBIX JAHHBIX — JF00O€ JeicTBUE (omeparys) WM COBOKYITHOCTb
NecTBU (omepalnii), COBepIIaeMbIX C UCIOJIB30BaHUEM CPEJICTB aBTOMAaTH3allUU WU Oe3
WCIOJIb30BAaHUS TaKUX CPEICTB C IEPCOHAJIbHBIMU JAaHHBIMH, BKIIodass cOOp, 3aIluch,
CHUCTEMATH3aIMI0, HAKOIUICHWE, XpaHEHWEe, yTOuyHEeHHE (OOHOBJICHHE, HW3MEHEHHE),
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W3BJICYCHHE, HCIOJIb30BaHUE, Niepenady (paclpocTpaHEHHUE, MPelOoCTaBlIeHUE, TOCTY),
o0e3nuuuBaHue, OJIOKUPOBaHUE, YAJIeHUEe, YHUUTOKEHHE [TePCOHATbHBIX TaHHBIX.

ABTOMaTHU3HPOBaHHAsA 00padoTKa MEePCOHAJIBbHBIX JaHHBIX — 00pabOTKa MEePCOHATBHBIX
JAHHBIX C TOMOUIBIO CPEJCTB BRIYUCIUTEIHHON TEXHUKH.

IIpenocraB/ieHne NepPCOHAJBHBIX JAHHBIX — JCHCTBHS, HampaBlIEHHbIE HA PACKpBITHE
MEPCOHANBHBIX JAHHBIX OMPEICTICHHOMY JIHUILY WIH ONPECIIEHHOMY KPYTy JIHUII.

B.]'[OKI/IPOBaHI/Ie MEPCOHAJIBHBLIX MJAaHHBLIX — BpPCMCHHOC [MPCKpAIICHUC 06pa60TKI/I
MNCPCOHAJIBHBIX HOaHHBIX (3a HUCKIIIOYCHHUEM ClIy4dacB, €CIIU 06pa60TKa HCO6XOI[I/IMa JIIA
YTOYHCHUSA IEPCOHAJIBHBIX I[aHHBIX).

YHuuTOXKEHHE MNEPCOHAJTBHBIX HAHHBIX — IIef/'ICTBI/I}I, B PE3YyJIbTATC KOTOPBIX CTAHOBUTCA
HCBO3MOXXHBIM BOCCTAHOBHUTL COACPIKAHUC IICPCOHAJIbHBIX JIdHHLBIX B HH(bOpMaHHOHHOﬁ
CUCTCMC IICPCOHAIIBHBIX JaHHBIX W/UIU B PE3YIbTATC KOTOPLIX YHUUTOXKAOTCA MATCPUAIIBHBIC
HOCHUTCIIN IICPCOHAJIBHBIX JAHHBIX.

Oo0e3nunBaHue MNEPCOHAJIBbHBIX JAHHBIX — ,Z[CﬁCTBHH, B PE3YJIbTATC KOTOPbIX CTAHOBUTCH
HCBO3MOXXHBIM 0e3 HCIIOJIB30BaHHUA HOHOHHHTCHBHOﬁ I/IH(I)OpMaI_[I/II/I OIIpCACIINTD
MPUHALJICIKHOCTD IICPCOHAJIBHBIX JaHHBIX K KOHKPECTHOMY CY6I>€KTy NNCPCOHAIIBHBIX JAaHHBIX.

HNudopmanuonnass cucrema nepcoHanbHbIX AaHHbIX (MCIIH) — COBOKYNHOCTh
coJiepKaluxcs B 0a3ax JaHHBIX MMEPCOHATBHBIX JAHHBIX U 00ECIIEUUBAIONIUX UX 00pabOTKY
MH(OPMAIIMOHHBIX TEXHOJIOTUI 1 TEXHHUYECKUX CPECTB.

2. O01Me moJI0KeHus

2.1. TlonoxkeHue o MOPSAJKE XpaHEHUS U 3alIMTHI MEPCOHAIBbHBIX NaHHBIX [lonbp3oBaTeneit
Caiita (manee — Ilomoxkenue) pa3paboTaHo ¢ 1eNbl0 COOMIOACHUS TpeOoBaHUI
3akoHOAaTtenscTBA P®, comepkammx TepcOHANbHbIE JaHHbIE U HUICHTHU(PUKAUU
[Tonp3oBarenei, Haxoasmuxcs Ha Caiite.

2.2. Ilonoxenue pa3zpadoraHo B coorBeTcTBUU ¢ Koncturynueit PO, ['paxxranckuM Ko1ekcoM
P®, nelicTByromum 3aKoHOAaTeNHCTBOM PD B 00651aCTH 3aIIUTHI TIEPCOHATBHBIX TaHHBIX.

2.3. ITonoxxeHnne YCTAHABJIMBACT NOPAOOK 06pa60TKI/I NEPpCOHAIBHBIX TaHHBIX Ilons3oBatenei
Caiira: JIENUCTBHUSA 1O C60py, CUCTCMATHU3allU, HAKOIUICHUIO, XPAHCHUIO, YTOYHCHHIO
(06HOBHCHI/IIO, I/I3MCHCHI/IIO), YHUYTOKCHUIO IIEPCOHATIBHBIX NAHHBIX.

2.4. TlomoxkeHue yCTaHaBIMBaeT oOOs3aTeNbHBIE s cOTpyaHukoB  Omeparopa,
3a/IeCTBOBaHHBIX B oOcmyxuBanuu CaiiTa, oOmue TpeOoBaHMS M TMpaBWia MO paboTe Co
BCEMH BHUJAMHM HOcWUTENeW uWHGOpPMALUK, COAEPKAINIMMU TIEPCOHANBHBIE JaHHBIC
ITonw3oBareneii Caiirta.

2.5. B [TIlonoxeHuu He paccMaTpUBAaIOTCA BOINPOCHl oOecredeHus O0e30ImacHOCTH
[IEPCOHAIBHBIX  JAHHBIX, OTHECEHHBIX B YCTAHOBICHHOM IIOPSJKE K CBEICHUAM,
COCTABJISIOIIUM rocyAapcTBeHHYIO TailHy Poccuniickoit denepanuu.
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2.6. LHensamu IlonoxxeHus SBASIOTCS:

e oOecnieueHne TpeOOBAHMHN 3AIIMUTHI MPAaB U CBOOOJ YENOBEKA M Tpa)KIaHUHA IPH
00pabOTKEe MEepPCOHAIBHBIX JaHHbIX, B TOM 4YHCIE€ 3alIUThl [paB Ha
HEIIPUKOCHOBEHHOCTb YaCTHOW KU3HM, JIUYHYIO U CEMEMHYIO TaliHY;

e HCKJIIOYEHHE HECAHKLIMOHUPOBAHHBIX JEHCTBUI cOTpyAHUKOB Omneparopa u 100X
TPEeThUX JHIl 1O cOOpy, CUCTeMaTH3allMH, HAKOIJICHHUIO, XPAaHEHUIO, YTOUHCHHIO
(0OHOBJIEHUIO, U3MEHEHHUIO) MEPCOHAIBHBIX JAHHBIX, MHBIX (OPM HE3aKOHHOTO
BMEIIATENHCTBA B NH(OPMAIIMOHHBIE PECYPCHI U JIOKATIBbHYIO BHIYUCIUTENBHYIO CETh

Omneparopa, obecrnieuenue IIPaBOBOT'O u HOPMATHUBHOTO peKuMa
KOH(QUICHIIMAILHOCTH  HEJIOKYMEHTHpOBaHHOW uH(popManuu Iloms3oBaTerneit
Caiira;

e 3alIUTa KOHCTUTYIMOHHBIX IIPpaB I'PaXJIdH HAa JIMIHYIO TaﬁHy, KOH(i)I/II[eHI_II/IaHBHOCTL
CBCI[GHI/If/'I, COCTaBJIAIOIINX NEpCOHAIBHBIC JaHHBIC, )51 npeaoTBpalICHUEC
BO3HUKHOBEHHUS BO3MOKHOM YIrpO3blL 6e3omacHoctu [lons3oBareneii Calirta.

2.7. llpuHtumel 00paObOTKH MTEPCOHATBHBIX JTaHHBIX:

e 00pa0oTKa MEPCOHAJBHBIX MJAHHBIX JOJDKHA OCYLIECTBIATbCA Ha 3aKOHHOW H
CIIpaBEUIMBOM OCHOBE;

e 00pa0oTKa NEpPCOHANbHBIX JaHHBIX [JOJDKHA OIPAHUYMBATHCSA JOCTHXKEHUEM
KOHKPETHBIX, 3apaHee OIpEIEICHHbIX W 3aKOHHbIX uenei. He npomyckaercs
00paboTKa EPCOHATIBHBIX TAHHBIX, HECOBMECTUMAs € LEJIIMU cOOpa EPCOHATIbHBIX
JTAaHHBIX;

e He JollycKaercsi o0beIuHeHne 0a3 JaHHBIX, COAEPIKAIUX NEpCOHANbHbIE JTaHHbIE,
00paboTKa KOTOPBIX OCYIIECTBIISIETCS B LIESIX, HECOBMECTUMBIX MEX1Y COOOI;

e 00paboTKe MojAJekaT TOJIBKO MePCOHAIbHBIE JaHHBIE, KOTOPbIE OTBEYAIOT LIEISIM UX
00paboTKy;

e cozepkaHHMe U 00beM 00pabaThIBaeMbIX MEPCOHATBHBIX JAHHBIX JTOJDKHBI
COOTBETCTBOBATH 3asBJICHHBIM 1IeJIIM 00paboTKu. OOpabaTbIBaeMble IEPCOHATILHBIE
JTAaHHbIE HE JIOJDKHBI ObITh M30BITOUYHBIMU IO OTHOIICHHUIO K 3asBJICHHBIM LIEISAM UX
00paboTKy;

e cozep)kaHHe U 00beM 00padaThIBaEMbIX MEPCOHATBHBIX JaHHBIX HEOIPEIEIIEHHOMY
Kpyry JUI[ OIpeAensieT CyObeKT NEepCOHANbHBIX JaHHBIX B COIVIAIIEHWM Ha
pacrnpoCTpaHEHHUE NIEPCOHATIBHBIX JIaHHBIX;

e mpu 00pabOTKE MEPCOHAIBHBIX JAHHBIX JOJKHBI OBITh OOECHeueHbl TOYHOCTh
NEPCOHANBHBIX [JaHHBIX, HX JIOCTAaTOYHOCTb, a B HEOOXOJIUMBIX CIy4asx H
aKTYyaJIbHOCTb [0 OTHOIIEHUIO K L1EIsIM 00pabOTKH MepCOHATBHBIX JaHHBIX;

e XpaHEHHE MEePCOHAIBHBIX JTAHHBIX JOJKHO OCYLIECTBIATHCS HE AOJbIIE, YEM ITOTO
TpeOyloT 1enu OoO0pabOTKM TEepPCOHANBHBIX JaHHBIX, €CIIM CPOK XpaHEHUs
NEPCOHAIBHBIX JAHHBIX HE yCTaHOBJEeH dDenepanbHbIM 3aKOHOM, COTJIAIEHHEM,
CTOpPOHOM KoTOporo siBisiercs [lonp3oBarens;

e oOpabaTeiBacMbl€ TIEPCOHAIbHBIC JIAHHBIC TIOJJIKAT YHUYTOXKEHHIO JTHOO
00€3IMYMBAHUIO TIO JIOCTH)KEHUH Ieniell 00paboTKM, MpH OT3bIBE CYOBEKTOM
MEPCOHAIBHBIX JAHHBIX COIJIACHS Ha PACIIPOCTPAHEHHE IEPCOHANIBHBIX TaHHBIX WU
B ClIydae yTpaTrbl HEOOXOIMMOCTH B JOCTIKEHHM OSTHX LeNed, ecld MHOe He
npenycMoTpeno denepanbHbIM 3aKOHOM.

2.8. YcioBust 06pabOTKH MEPCOHATBHBIX JaHHBIX.
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2.8.1. OOpaboTka mnepcoHabHBIX AaHHBIX Ilomb3oBareneit CaifTa oOcCymIecTBISIETCS Ha
ocHoBaHnuM  ['paxxmanckoro  kojmekca P®, Konctutyuuun P®, gelictByromiero
3aKoHoAaTenscTBa PO B 0051aCTH 3aIIUTHI IEPCOHATIBHBIX JIAHHBIX.

2.8.2. OOpaboTka MepcoHANBHBIX JaHHbIX Ha CalTe OCyIIeCTBIAETCS C COOJIOICHUEM
MIPUHITAIIOB W TIPaBUII, MpeAycMOTpeHHBIX [TonoxenneM n 3aKkoH01aTeILCTBOM PO.

O6pa60T1<a IMCPCOHAJIBHBIX JAaHHBIX AOIYCKACTCA B CIICAYIOIIUX CIIYyUasaX:

e 00paboTKa TeEpCOHATBHBIX JaHHBIX HeoOxoauma JuIs wucmnojb3oBaHus Caiita,
CTOPOHOM KOTOpOro siBisiercs [lonb3oBaTens;

e 00paboTKa MEePCOHANIBHBIX JAHHBIX HEOOXO0MMa /IS 3aIUTHI )KU3HH, 3J0OPOBbS HIIN
WHBIX >KM3HEHHO BaXHBIX uHTepecoB Ilomp3oBarens Caiita, eciid MOJTydYeHHE
corjiacusi HeBO3MOKHO;

e 00paboTKa MEepPCOHATBHBIX JAaHHBIX HEOOXOoIuMa JUIsl OCYIICCTBIICHUS TIpaB U
3aKOHHBIX HHTepecoB Omneparopa WIM TPETbHX JIMIl JUOO I JOCTHIKEHUS
00I111eCTBEHHO 3HAYUMBIX II€JIeH TTPH YCIOBHH, YTO MPU STOM HE HAPYIIAIOTCS MpaBa
u cBoOonI ITons3oBareneii Caiita;

e 00paboTKa MEPCOHAIBHBIX JAHHBIX OCYIIECTBISETCS B CTATUCTHYCCKUX WM WHBIX
HCCJICI0BATEIIbCKUX TENX, 32 HCKIFOYCHUEM 00paOOTKU MEPCOHANLHBIX JAaHHBIX B
HEeJSAX TPOJABMIKEHUS TOBApPOB, palOT, YCIAYr Ha PBIHKE IMYyTEM OCYIIECTBICHUS
MPSAMBIX KOHTAaKTOB C IOTEHIMAIbHBIMU IOTPEOUTEISIMH C IOMOIIBIO CPEJCTB
CBSI3M, a TAKXK€ B IIEJIAX IMOJUTHYECKOM aruTaluu, MpU YCIOBUU 00S3aTEIBHOTO
00e3TMYMBaHUs IEPCOHATLHBIX JTAHHBIX.

2.9. llenu 06pabOTKU NEPCOHATBHBIX JIaHHBIX.

2.9.1. OO6paboTka mnepcoHaNbHBIX naHHbIX [lonmb3oBateneid CailTa OCYIIECTBIAETCS
WCKITIOYUTEIIEHO B IEJISX TpeIocTaBiieHus [10630BaTEI 0 BO3MOXKHOCTH B3aUMO/ICHCTBOBATh
¢ Caiitom.

2.9.2. CBeneHUsIMH, COCTABJISIONIMMH TIEpCOHANbHBIE NaHHble Ha CaiiTe, sBISETCS r00as
nH(pOopMalKs, OTHOCSIIAACA K ONPEIEICHHOMY WJIM OIpeNeIsieMOMY Ha OCHOBaHMM TaKOH
nHpopmanuu pu3nYecKoMy LY (CyObEKTY NepCOHAIbHBIX JaHHBIX).

2.10. UcTounuku nosiyueHus: nepcoHaIbHbIX JaHHbIX [lonb3oBareneil.

2.10.1. Mcrounukom nHpopMaiuu 000 BceX MEePCOHANBHBIX TaHHBIX [lonbp30BaTens sBaseTcs
HernocpencTBeHHo caM [lonbp3oBarens.

2.10.2. HctoynukoM uHGpOpMAIMK O NEPCOHANbHBIX NaHHBIX [lonmp3oBaresns SBIAIOTCA
CBEJICHMsI, IIOJlyudEHHBbIE BciencTBue npenocrasieHuss Omnepatopom Ilomb3oBarento mpas
1oJsib30BaHus Caitom.

2.10.3. [Ilepconanbuble nanHble Ilonb3oBarenell OTHOCATCA K  KOH(UACHIUAILHOU
uH(pOpMaIUU OTPaHUYEHHOT O JI0CTYIIA.

2.10.4. Omneparop He HMMeeT MpaBa coOupaTe M 00pabaThIBaTh MEPCOHAIBHBIE JaHHBIC
ITonb3oBarenss 0 €ro pacoBOil, HALIMOHAIBHON MPUHAMIEKHOCTH, MOJIUTHYECKUX B3IVIANAX,
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PCIUTUO3HBIX HJIU (bHJ'IOCO(bCKI/IX Y66}KI[6HI/I5IX, JacTHOM KHN3HH, 3a UCKIIIOYCHHUEM CIIy4acB,
npeaAyCMOTPCHHBIX ﬂCﬁCTBYIOMHM 3aKOHOJaTCIbCTBOM.

2.10.5. Omepatop HE HMMEET MpaBa IOJydaTb U 00pabaThIBaTh IMEPCOHAIBbHBIC TaHHBIC
[Tonb30Barenss 0 ero 4WieHCTBE B OOLIECTBEHHBIX OOBEIUHEHUSX WM €ro MpodCcor3HON
NeSITeNIbHOCTH, 32 UCKITIOYCHHEM CIIy4yaeB, MPEAyCMOTPEeHHBIX DeepaibHbIM 3aKOHOM.

2.11. CriocoOb1 00pabOTKH MEPCOHATBHBIX JaHHBIX.

2.11.1. Ilepconanbubie nanubie Ilonp3oBareneir Caiita 00pabaThIBAIOTCS MCKIIOUYUTEIBHO C
HCIOJIb30BAHUEM CPEJICTB ABTOMATU3ALIUH.

2.12. IlpaBa cyonekToB (Ilonp3oBareneil) nepcoHaIbHBIX JaHHBIX.

2.12.1. Ilonp3oBarenp UMEET MPABO HA MONydeHUE CBelaeHur 00 Omeparope, 0 MECTE €ro
HaxO0XJIeHus, 0 Hannuun y OrnepaTopa nepcoHaaIbHbIX JAaHHBIX, OTHOCSIINXCS K KOHKPETHOMY
cyOBeKTy nepcoHanbHbIX HaHHBIX (Ilonmp3oBarento), a Takxke Ha O3HAKOMIJICHHE C TaKUMHU
MEePCOHANBHBIMU JIAHHBIMHU, 32 UCKJIIOUEHHUEM CIIy4aeB, MPeyCMOTPEHHBIX YacThiO § CTaThbU
14 3akoHa O MepCOHANIbHBIX JAHHBIX.

2.12.2. Ilonp30BaTenb UMEET MpaBo Ha noiay4yeHue ot OnepaTopa Npu JUYHOM 0OpallleHUun K
HeMy Jsubo mpu mnoinydyeHuu OnepaTopoM nHCbMEHHOro 3ampoca oT Ilonb3oBaresns
cieayromei nHGpopMarum, Kacaromencs 00padboTKH ero nepcoHaIbHbIX JaHHBIX, B TOM YHUCIIE
cozepIKalleH:

e TOATBEpXKICHHE (pakTa 00pabOTKH MEPCOHANbHBIX JaHHBIX OmnepaTopoM, a Takke
1eJIb TaKoi 00paboTKy;

e TPaBOBbIE OCHOBAHUS U 1eJIM 00pabOTKN NEPCOHAIBHBIX JaHHbIX;

e 1e1M U npuMeHseMble OnepaTopoM crocoObl 00pabOTKH MEPCOHAIBHBIX TaHHBIX;

e HAaWMMEHOBaHME U MeCTO HaxoxaeHus Omeparopa, cBeIeHHUs O Jumax (3a
UCKJIIOUEeHHEM pabOTHHUKOB OIepaTopa), KOTOpble MMEIOT JOCTYIl K IepCOHATbHBIM
JAHHBIM WJIA KOTOPBIM MOTYT OBITH PAacKphITHl IEPCOHATBLHBIC aHHBIE Ha
OCHOBaHUM A0roeopa ¢ Oneparopom UM Ha OCHOBaHUM DenepanbHOro 3aKOHA;

e 00OpabaThiBaeMble MEPCOHAIBHBIE JaHHBIE, OTHOCAIIMECS K COOTBETCTBYIOILEMY
CyOBEKTY MEepPCOHAIBbHBIX AAHHBIX, HICTOUHUK UX IMOJYyYEHUs, €CIIM MHOM MOpsSI0K
MPEIOCTABIICHUS TAKUX JTAHHBIX HE MpeaycMoTpeH deepanbHbIM 3aKOHOM;

e CpOKH 00paOOTKM NEPCOHANBHBIX JaHHBIX, B TOM YHCIIE CPOKU UX XPAHEHUS,

e TOPSAOK  OCYHIECTBJIEHHS  CYOBEKTOM  MEPCOHANbHBIX  JaHHBIX  IpasB,
npeaycMoTpeHHBIX DeepanbHbIM 3aKOHOM;

e uH(popMaIMIO 00 OCYIIECTBICHHOM WM O TMpeAnojaraéMoid TpaHCTPaHUYHOM
nepegave JaHHbBIX;

e HaMMEHOBaHHWE WIH (aMMUIIUIO, UM, OTYECTBO M aJIpec JIMIA, OCYILECTBIISIOLIETO
00paboTKy MepCOHaNbHBIX AAHHBIX M0 MopydeHHto Omneparopa, eciu oOpaboTka
nopy4eHa uim OyzeT nopyueHa Takomy JIUILY;

e WHBIE CBEACHUS, IMpeaycMoTpeHHble @DenepalibHbIM 3aKOHOM WM JIPYTrUMHU
(benepaabHBIMU 3aKOHAMM;

e TpebOBaTh U3MEHEHUS, yTOUHEHHUS, YHUUTOXKEHHSI HHPOPMAIH O caMOM cebe;

e 0O0XaJlOBaTh HENpaBOMEpHbIE JACHCTBUS WM Oe3neiictBue 1o 00paboTke
NEPCOHANBHBIX JaHHBIX U TPEOOBAaTh COOTBETCTBYIOIIEH KOMIIEHCAIMH B CY/IE;
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e Ha JOIIOJHCHUC IMCPCOHAJIBHBIX AOAHHBIX OLNCHOYHOI'O0 XapaKTEpa 3asiBJICHUCM,
BbIpa’Xaromum €ro CO6CTB€HHYIO TOYKY 3pCHUAA,

e ONOpCAciIATb HpeﬂCTaBHTeHeﬁ JJId 3allIMUTBI CBOMX NNCPCOHAJIIBHBIX JaHHBIX

. Tpe6OBaTI> oT OnepaTopa YBCOAOMIICHUA 000 Bcex IMPOU3BCACHHLIX B HHX
N3MCHCHHUAX WJIH UCKIIOYCHUAX U3 HUX.

2.12.3. ITonp30Bareab UMEET MPABO 00KAJIOBATH B YIIOJHOMOYECHHOM OpraHe 1o 3allUTe MpaB
CyOBEKTOB MEPCOHATBHBIX JAAHHBIX WM B CyA€OHOM MOpsAKe NEHCTBUS WM Oe3neiicTBue
Omneparopa, eciM CUMTAET, YTO MOCIEAHHUM OCYIIECTBISET 00pabOTKY €ro MnepcoHaabHBIX
JaHHBIX ¢ HapylleHrneM TpeboBanuil PenepaibHOro 3akoHa «O MepcoOHaNbHBIX TaHHBIX)» WU
MHBIM 00pa3oM HapyllIaeT ero mpaBa U CBOOOIbI.

2.12.4. Tlonb3oBarenb MEPCOHAIBHBIX JTaHHBIX HMMEET MPaBO Ha 3allUTy CBOMX IMpaB M
3aKOHHBIX WHTEPECOB, B TOM YHCIE Ha BO3MEIIEHHE YOBITKOB M (MJIM) KOMIICHCAIUIO
MOpPAJILHOTO Bpeia B Cy1€0HOM TOPSIZIKE.

2.13. O6s3ann0CcTH Oneparopa.

2.13.1. Ilo dakty muunHOrO OOpatieHus 160 MpH MOJTy4eHUH MUCbMEHHOTO 3a1poca CyObeKTa
MIePCOHANBHBIX JaHHBIX UITU €ro npeactaButens OnepaTtop, Mpu HaJIUYUKA OCHOBAHUH, 00513aH
B TeueHue 10 pabGoumx nHed ¢ garbl oOpamieHusi Ju0OO MONyYeHHUs 3ampoca CyObeKTa
MEePCOHANBHBIX JIAHHBIX WM €ro IMpeACTaBUTENs] MPEJOCTaBUTh CBEACHUS B 0OBEME,
ycraHoBiIeHHOM DejepanbHbIM 3aKOHOM. Takue CBEICHUS JTOJDKHBI OBITH MPEIOCTaBICHBI
CyOBEKTYy MEepCOHATBHBIX JaHHBIX B JOCTYMHON (opMme, U B HUX HE JOJDKHBI COACPKATHCA
MePCOHANIbHBIC JTAHHBIE, OTHOCAIIMECS K IPYTUM CYOBbEeKTaM MEpPCOHAIBHBIX TaHHBIX, 3a
WCKJIIOYCHHEM CJIy4aeB, €CJIM HMMEIOTCS 3aKOHHBIE OCHOBAHHUS JJIi PACKPBITUS TaKUX
MEPCOHAJIbHBIX TAHHBIX.

2.13.2. Bce oOpamieHusi cyOBbEKTOB NEPCOHAIBHBIX JAHHBIX WJIM WX THpPeICTaBUTENEH
peructpupyrotcs B XKypHaiie yueTa oOpanieHui rpaxk/iat (CyobeKTOB MePCOHAIBHBIX JTAHHBIX )
10 BOIPOcaM 00pabOTKU MEPCOHANBHBIX TaHHBIX.

2.13.3. B ciydae oTka3za B MpPENOCTaBICHUU CYOBEKTY MEPCOHAIBHBIX JAHHBIX WIIU €ro
MPEICTaBUTENIO TMpU oOpalieHuu a0 Mpu MOTYYSHHH 3ampoca CyObeKTa MEepCOHaTbHBIX
JTaHHBIX WJIM €ro TPEeACTaBUTENs HHPOPMAIMK O HAIWYMU TEPCOHATBHBIX JAHHBIX O
COOTBETCTBYIOIIEM CYOBEKTE MEPCOHANBHBIX JaHHBIX Omneparop 00s3aH JaTh B MUCHMEHHOM
(dbopMe MOTHBHPOBAHHBIA OTBET, COJEPKAIINI CCHUIKY Ha TOJOXKEHHE YacTu 8 ctaThu 14
3aKoHa O ePCOHATBHBIX IAHHBIX UM HHOTO (peiepaibHOTO 3aKOHA, SBIISIOIIeeCs OCHOBAHUEM
JUTSI TAKOTO OTKAa3a, B CPOK, He TpeBbImarommmii 10 pabodunx mHel co qHs oOpalieHns CyobeKTa
MEPCOHAIBHBIX JAHHBIX WJIN €T0 MPEACTaBUTENS, JTUO0 C TaThl MOTYUYCHHSI 3aMpoca CyObeKTa
TIEPCOHAIBHBIX TAHHBIX WJIA €TO MPEICTABUTEIIS.

2.13.4. B cnydae mnoisiydeHusl 3ampoca OT YIOJHOMOYEHHOI'O OpraHa IO 3alluTe MpaB
CyOBEKTOB NEPCOHAIBHBIX JaHHBIX O MPEJOCTaBIEHUU HH(GOpMaLU, HEOOXOTUMOW s
OCYILIECTBIICHUS JESITeNIbHOCTH yKa3zaHHOro oprasa, Omeparop 00si3aH COOOHIMTH TaKYIO
nH(pOpMaIUIO B YIIOJHOMOUYEHHBINH opraH B TedueHue 10 pabodmx AHEH ¢ AaThl MOTydeHUS
TaKoro 3ampoca.

112



2.13.5. B ciyyae BBISBICHUS HEMPABOMEPHON OOpaOOTKH MEPCOHAIBHBIX JAaHHBIX TIPH
oOpallleHuU WIH 110 3a1pocy CyObeKTa NEPCOHANBHBIX IaHHBIX WM €0 MpPeACTaBUTENS JH00
YIOJTHOMOYEHHOI'O OpraHa I0 3alluTe MpaB CyObEKTOB MEPCOHANbHBIX NaHHBIX OmepaTop
00513aH OCYIIECTBUTh OJIOKUPOBAaHHE HEMPABOMEPHO 00pabaThIBA€MbIX MNEPCOHATBHBIX
JAHHBIX, OTHOCSIIUXCS K 3TOMY CYOBEKTY IMEpCOHAJIBHBIX IaHHBIX, C MOMEHTa TaKOro
oOpalleHus] WIK MOTY4EHHUs YKa3aHHOTO 3a1poca Ha TIepUO/] IIPOBEPKHU.

2.13.6. B ciyuae BBISBICHHS HENPAaBOMEPHOH OOpabOOTKM TNEPCOHAIBHBIX JIaHHBIX,
ocymecTBisieMoit OnepaTopom, MOCIEAHUN B CPOK, HE TPEBBIIAIOIINN TpeX pabouux JHEH ¢
JaThl 3TOTO BBIABICHMSA, O0s3aH IMPEKPAaTUTh HEMPABOMEPHYIO OOpabOTKYy IEepCOHAIBbHBIX
naHHbIX. O0 ycTpaHeHUH JAONYIICHHBIX HapymeHuil OnepaTop 00s3aH yBEIOMHTH CyOBEKTa
NEePCOHAIBHBIX JIAHHBIX WM €ro IMpeJICTaBUTENs, a B Cllyyae eciid oOpalleHue cyObekTa
NIEPCOHAJIBHBIX JAHHBIX WJIM €ro IPEeACTaBUTENs JIMOO 3apoc YIOJHOMOUYEHHOIO OpraHa 1o
3alIUTe NpaB CYOBEKTOB IMEPCOHAJIBHBIX JAHHBIX OBLIM HANpPaBICHbI YIOJIHOMOYEHHBIM
OpPraHoOM IIO 3alIUTE IPaB CyObEKTOB EPCOHANBHBIX JTaHHBIX, TAK)KE YKa3aHHBIA OpraH.

2.13.7. CyObeKkT nepcoHaJbHbIX JAHHBIX BIIpaBe OOpaTUTbCA ¢ TPeOOBaHHMEM HPEKPATUTh
nepenavy (pacnpocTpaHeHue, Ipea0CTaBlIeHHE, JOCTYI) CBOMX IEPCOHANIbHBIX IaHHBIX, paHee
pa3pelIeHHbIX CyObEKTOM MEPCOHAIBHBIX AAHHBIX AJIS PACHpPOCTPAHEHUs, K JI000MY JIHLLY,
00pabaThIBAlONIEMy €ro IEPCOHAIBHBIC JaHHBIE, B CIIydyae HECOOJIOACHUS II0JIOKCHUM
HACTOSILEH CTaThbU WM OOpaTUThCA C TaKUM TpeOoBaHHEM B cyi. JlaHHOE IHMLIO 00s3aHO
MIPEKPATUTH Iiepeady (pacrnpocTpaHeHHe, IPEI0CTaBIEHUE, JOCTYIT) IEPCOHAIBHBIX JaHHBIX
B TedeHHe 3 pabouux AHEW ¢ MOMEHTa IMOJYy4YeHHs] TpeOOBaHMs CyOBEKTa MEepPCOHATbHBIX
JAHHBIX WM B CPOK, YKA3aHHBII BO BCTYNMBIIEM B 3aKOHHYIO CHJIy PEIICHHH CyJla, a €CIU
TaKOM CPOK B pEeLLICHUH Cy/la HE yKa3aH, TO B TeueHHe 3 pabo4mx JTHEeH ¢ MOMEHTA BCTYIIJICHUS
pEILIeHNs Cyla B 3aKOHHYIO CHITY.

2.13.8. Ilepenaua (pacmpocTpaHeHHe, MPEAOCTaBICHUE, JOCTYI) MEPCOHATBHBIX JaHHBIX,
pa3pelieHHbIX CyOBEKTOM MEepPCOHANbHBIX JAHHBIX IS PACIpPOCTPAHEHMS, JOJDKHA OBITh
IpeKpaleHa B Jr000e BpeMs Mo TpeOOBaHMIO CyOBEKTa MEepCOHANbHBIX JaHHbIX. JlaHHOE
TpeboBaHuE TOKHO BKIFOYATh B ce0s (haMUIINIO, UMs, OTYECTBO (IIPU HATMYHH ), KOHTAKTHYIO
nHpopmanuto (Homep TenedoHa, agpec MEKTPOHHON MOUTHI UM MOYTOBBIH ajipec) cyObeKTa
MEPCOHANBHBIX JAHHBIX, a TAK)KE IEepeYeHb MEPCOHANbHBIX JAHHBIX, 00pabOTKa KOTOPBIX
MOJJICKUT MPEKPAIICHNI0. YKa3aHHbIE B IaHHOM TpeOOBaHUM NEPCOHAJIbHbIE JaHHbIE MOTYT
00pabaThIBaThCs TOJIBKO OMEPAaTOPOM, KOTOPOMY OHO HAIPaBIIEHO.

2.13.9. B cinyyae mocTuxeHUs Ienu 00pabOTKH TEpCOHAIbHBIX AaHHBIX Omeparop 00s3aH
MPEKPATUTh 00pabOTKY NEPCOHANBHBIX TaHHBIX U YHUUTOKUTH IIEPCOHAIbHbBIE JJAHHBIE B CPOK,
He npesblmaromuii 30 pabounx THEH ¢ AaThl TOCTHKEHUS LEeIu 00pabOTKH MepCOHATBHBIX
JIAHHBIX, €CIIM WHOE HE NMPEeIyCMOTPEHO COTrjlacueM Ha o0palboTKYy MEpCOHATIBHBIX JAaHHBIX,
CTOPOHON KOTOPOTO SABISETCA CyOBEKT MEPCOHATIBHBIX JAHHBIX.

2.13.10. 3ampemiaercsi NPUHATHE HA OCHOBAHMM HCKIIOUUTENIBHO aBTOMAaTH3WPOBAHHOU
00pabOTKH MEePCOHANBHBIX JTaHHBIX PEIICHH, TOPOKAAOIINX OPUIUIECKHIE MTOCIEICTBUS B
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OTHOIICHHH CY6T>CKTa INEPCOHATIbHBIX JaHHBIX WUJIM HHBIM 06pa30M 3aTparuBaroniux €ro IpaBa
1 3aKOHHBIC NHTCPCCHI.

2.14. Pexxum KOH(DUICHIIMATILHOCTH TIEPCOHATBHBIX TAaHHBIX.

2.14.1. Omepatop obecreunBaeT KOH(PHICHIIMAILHOCT, M 0O€30MAaCHOCTh IMEPCOHATBHBIX
JAHHBIX TPU UX 00pabOTKE B COOTBETCTBUHU C TPEOOBAHUSIMH 3aKOHOAATENbCTBA PD.

2.14.2. Omneparop HE pacKpbIBaeT TPEThUM JHIIAM U HE PACHPOCTPAHSIET MEPCOHATILHBIE
JaHHbIe 0e3 coriacus Ha 3TO CyObeKTa MepCOHABHBIX JaHHBIX, €CIIM HHOE HE MPETyCMOTPEHO
®denepalibHbIM 3aKOHOM.

2.14.3. B coOTBETCTBUM C IEPEYHEM IEPCOHAIBHBIX JIaHHBIX, 00pabaThIBAEMbIX Ha caiTe,
nepcoHanbHbIe naHHbIe [Tonp3oBaTeneit Caiita SBISIOTCS KOH(DHICHITMAIBHON HH(DOpMAIIHEH.

2.14.4. Jluua, ocymiecTBisironue o0pabOTKy MEePCOHATBHBIX JAHHBIX, 00S3aHBI COOJIIO/IATh
TpeOOBaHUSI PETIAMCHTHPYIOIIUX JOKyMEeHTOB Ormeparopa B 4YacTH oOOecHedeHUs
KOH(HICHIIMATLHOCTH U 0€30I1aCHOCTH NIEPCOHAIBHBIX JIaHHBIX.

3. O0padoTKa NepCOHAIBHBIX JAHHBIX

3.1. [lepeyenp 0OpabaThIBaeMBIX MEPCOHAIBHBIX JaHHBIX YKa3bIBACT CYOBEKT NEPCOHATBHBIX
B COTJIAaCHH Ha 00pabOTKy MEpCOHATIBHBIX JAaHHBIX, PA3PEHICHHBIX CYOBEKTOM MEPCOHATBHBIX
JAHHBIX JIJIS1 paCTIPOCTPaHEHHUSL.

3.2. JIuna, uMerolue npaBo JA0CTyIa K NEPCOHAIBHBIM JIaHHBIM.

3.2.1. IlpaBom nocTymna K NEPCOHANBHBIM JaHHBIM CYOBEKTOB OONIAarOT JIMIA, HaICTICHHbBIE
COOTBGTCTBYI-OHII/IMI/I ITOJIHOMOYHUIMHU B COOTBECTCTBHUU CcoO CBOUMU CJ'Iy>K€6HI>IMI/I
00S13aHHOCTSIMU.

3.2.2. HepequL JinL, UMCIOMIUX NOCTYII K NIEPCOHAJIbHBIM JaHHBIM, YTBCPIKAACTCA IIPUKA30M
IIKOJIBI.

3.3. ITops10K ¥ CPOKM XpaHEHHUs IEpCOHANBHBIX JaHHBIX Ha Caiire.

3.3.1. Onepartop OCyIIECTBIISIET TOIBKO XpaHEHUE MTEPCOHANIbHBIX JaHHBIX [lonb30BaTeneil Ha
Caiire.

3.3.2. Cpoku xpaHeHHus INepcoHanbHbBIX NaHHbIX Ilomp3oBareneir Ha CaiiTe ompezeseHsl
ycnoBusiMu [lonbp30BaTeNbCKOro CoOrameHus, BBOAITCS B JEHCTBHE C MOMEHTA NPUHATHS
(akuenta) [Tonp3oBaTenem naHHoro cornameHus Ha Caiite U IEHCTBYIOT A0 TeX MOp, MOKa
ITonp30BaTens He 3asIBUT O CBOEM XKEJIAHUU yIAIUTh CBOU NIEpCOHANIBHBIE JaHHbIE ¢ CaiiTa.

3.3.3. B cnyuae ynanenus naHsbix ¢ Caifta mo MHUIMATUBE OJAHOW M3 CTOPOH, @ UMEHHO
MpeKpanieHus: ucnonb3oBanus Caiita, nepcoHanbHble NaHHble [lonb3oBaTenss XpaHsATCA B
0azax maHHbIX OnepaTopa MmTh JET B COOTBETCTBUH C 3aKOHOIATEIHCTBOM PO.
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3.3.4. Ilo wucrteueHUH BBIIIEYKA3aHHOTO CPOKAa XpaHEHHsI TMEPCOHANBHBIX JaHHBIX
[Tonb3oBarens nepcoHanbHbIe NaHHBIE [loab30BaTENs YAAIAIOTCS aBTOMATUYECKU 33JaHHBIM
ITOPUTMOM, KOTOpHIi 3aaeT OnepaTop.

3.3.5. OmneparopoM He BeneTcss 00pabOTKa MEpCOHAIBHBIX MaHHBIX I[lonmb3oBaTeneir Ha
OYMa)KHBIX HOCHUTEIISIX MH(POPMAIIIH.

3.4. biiokupoBaHK€e NEPCOHATBHBIX TAHHBIX.

3.4.1. Iloxg O10KMpPOBaHUEM MEPCOHAIBHBIX JAHHBIX MOHUMAETCS BPEMEHHOE MPEKpalLICHHE
Omneparopom onepanuii mo ux o06padoTke 1mo TpedoBanuto Ilonb30Barens npu BEISBICHUN UM
HEJIOCTOBEPHOCTH 00pabaThiBaeMbIX CBEIECHHI WIIM HEIPAaBOMEPHBIX, IO MHEHUIO CyObeKTa
NePCOHAIBHBIX JIaHHBIX, JEHCTBHI B OTHOIIEHUHU €TO JaHHBIX.

3.4.2. Omnepatop He mepegaeT MEPCOHANbHBIC JAHHBIE TPETHUM JIMLAM M HE MOpydYaer
00paboTKy MEepCOHANBHBIX MAHHBIX CTOPOHHUM JIHMIIAM U opraHuzauusM. llepcoHanbHbie
nannble  [lonmb3oBareneit Caiita oOpabaTeiBaloT TOJMBKO coTpyaHuku  OmepaTtopa
(amMuHUCTpaTOPBI 6a3 JTAHHBIX U T. 11.), JOMYIIEHHbIE YCTAHOBJIEHHBIM OPSIKOM K 00paboTKe
MEePCOHANIbHBIX TaHHBIX [lob30BaTENEeH.

3.4.3. BJ'IOKI/IpOBaHI/Ie MNEPCOHAJIBHBIX MOAHHBIX Ha Caiite OCYyHICCTBJIACTCA Ha OCHOBAHUU
IIMCBbMCHHOI'O 3asABJICHHUA OT CY6I>CKTa MNEpCOHAJIbHBIX JTaHHbIX.

3.5. YHH4TOXCEHUE INEPCOHATIbHBIX NaHHbIX.

3.5.1. IToxg YHUYTOXCHUCM TICPCOHAIIBHBIX JAHHBIX IMOHUMAKOTCH ,Z[CI\/’ICTBI/IH, B pE3yJIbTaTeC
KOTOPBIX CTAHOBUTCA HEBO3MOKHBIM BOCCTAHOBUTH COACPIKAHUC NTCPCOHAIIBHBIX HAHHBIX Ha
Caiite u/unu B PE3YIbTATC KOTOPBIX YHUUTOXKAOTCA MAaTCPHUAJIbHBIC HOCUTECIIN IIEPCOHAIIBHBIX
JaHHBbIX.

3.5.2. CyOwekT mepcoHalbHBIX JaHHBIX BIIpaBe B MHCbMEHHON ¢opMe TpeOoBaTh
YHUUYTOXKEHHUSI CBOMX TNEPCOHAIBHBIX aHHBIX B CJy4yae, €CIU IMepCOHANbHbIE JTaHHbIC
SIBIIIFOTCSI HETIOJIHBIMH, YCTAPEBIIUMHU, HETOCTOBEPHBIMU, HE3AKOHHO MONyYEHHBIMU WM HE
SIBJISIFOTCS. HEOOXOIUMBIMHU JIJTS 3asIBJISHHOM 11e7Th 00pabOoTKH.

3.5.3. B cayuyae oTCYTCTBUS BO3MOYKHOCTH YHUUYTOXXEHHS NEPCOHAIBHBIX JaHHBIX Orneparop
OCYILECTBISET OJIOKMPOBAHUE TAKUX MEPCOHATIBHBIX JAHHBIX.

3.5.4. YHUUYTOXEHHE TePCOHANIBHBIX JaHHBIX OCYLIECTBISIETCS MyTeM CTHPAaHUs HH(OpMaIUn
C UCIIOJIb30BaHUEM CEPTU(PUIIMPOBAHHOIO IPOTPAMMHOTO 00ECIIEUEeHHUs ¢ TapaHTUPOBAHHBIM
YHUUTOKEHUEM (B COOTBETCTBMM C 3aJJaHHBIMM XapaKTEPUCTHKAMHU JJIsl yCTAaHOBJIEHHOI'O
MIPOrpPaMMHOTO OOeCTeueHus C TapaHTUPOBAHHBIM YHUUTOXKEHHEM).

4. Cucrema 3alIUTHI IMIEPCOHAJIBHBIX TAHHBIX

4.1. Mepsl 1o obecnieueHNI0 0€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX IPU UX 00paboTKe.
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4.1.1. Oneparop npu o0pabOTKe MEPCOHAIBHBIX JaHHBIX 00s3aH MPUHUMATH HEOOXOIUMbBIE
MIPaBOBbIE, OPraHU3AlMOHHBIE U TEXHUYECKUE MEphl UM OOECHeurBaTh WX NPUHSATHE IS
3alUTHl MEPCOHAIBHBIX JAHHBIX OT HENPAaBOMEPHOIO WJIM CIyYalHOIrO JOCTyNa K HHM,
YHUUTOXKEHUS, W3MEHEHUS, OJIOKUPOBaHUS, KOIMUPOBAHUS, MpEeAO0CTaBIICHUS,
pacnpocTpaHeHHUs MEPCOHANIBHBIX JIAHHBIX, @ TAKXKE OT MHBIX HEMPAaBOMEPHBIX IEHCTBUU B
OTHOILEHUH MEPCOHAIIBHBIX JIAHHbIX.

4.1.2. Ob6ecrieueHre 0€30MACHOCTH NIEPCOHANBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTH:

e OIpeNeNCHHEM yrpo3 OE30MaCHOCTH NMEPCOHAIBHBIX JAaHHBIX MPU UX 00paboTke B
WH(POPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JIaHHbBIX;

e I[IPUMCHCHHCM OpPraHUu3allMOHHBIX HW TCXHUUYCCKHUX MCP 11O O6CCHC‘ICHI/IIO
0€30IaCHOCTH TEPCOHAIBHBIX JAaHHBIX MPH WX 00paboTkKe B HH(OPMAIMOHHBIX
CUCTCMaAxX MEPCOHAIBHBIX JaHHBIX, HCO6XOI[I/IMI)IX JJ1s1 BBIITOJIHCHU I Tpe6OBaHHﬁ K
3alIMTEe TIEPCOHAIBHBIX JTAHHBIX;

e IIPUMEHEHHEM IIPOLICHIINX B YCTAHOBJICHHOM IIOPAIKE IPOLEAYPY OLIEHKHU
COOTBETCTBUS CPEJICTB 3aIIUTHI HHPOPMALIUY;

e OIEHKOH 3(P(HEKTHBHOCTH NPHHUMAEMBIX MEp IO OO0CCIICUEHUIO0 Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX [0 BBOJA B AKCIUTyaTallMi0 HH()OPMAIIMOHHONH CHUCTEMBI
NEPCOHAIBHBIX JAHHBIX;

e YUYETOM MAIIMHHBIX HOCUTEJICH TIEPCOHAIBHBIX JIAHHBIX;

e o0OHapyxeHHeM (H)aKTOB HECAHKIIMOHHPOBAHHOTO JIOCTYIIA K IEPCOHATLHBIM TAHHBIM
U MIPUHSITHEM MED;

e BOCCTAaHOBJICHUEM MNEPCOHAIIBHBIX JaHHBbIX, MOI[I/I(l)I/IIII/IPOBaHHI)IX NI
YHUYTOKEHHBIX BCIJIEJCTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM;

e YCTAHOBJICHHEM IpaBUJI OOCTYyIIa K MNCPCOHAJIBHBIM JIaHHBIM, O6pa6aTI)IBaeMI>IM B
MH(POPMALIMOHHOM CHUCTEMEe TNEepCOHANbHBIX MJAaHHBIX, a TaKxke oOecreueHrueM
PErucCTpalvii U y4€Ta BCCX HeﬁCTBHﬁ, COBCpUIAECMBIX C IIEPCOHATIBHBIMU JJAHHBIMU B
UH(POPMALIMOHHOM CUCTEME TIEPCOHANIBHBIX JIaHHBIX;

e KOHTpPOJIEM 32 IPUHUMAEMBIMU MepaMH II0 oOecredeHuo 0e30IacHOCTH
MEPCOHANBHBIX JAaHHBIX M YPOBHS 3alIUIIEHHOCTH WH(GOPMAIMOHHBIX CHCTEM
NEPCOHATIBHBIX TaHHBIX.

4.1.3. Hnsa ueneét [lomoxenuss mox yrpo3amu O€30MACHOCTH TEPCOHATBHBIX JaHHBIX
MOHUMAETCd  COBOKYNHOCTh  yCJIOBMM W (PakTOpoB,  CO3JAOIIUX  OMAcCHOCTh
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4ailHOro, JOCTyNa K MEepPCOHAIbHBIM JIaHHBIM,
pe3yNbTaTOM KOTOPOTO MOTYT CTaTh yHHUYTOXKEHHE, W3MEHEHHe, OJIOKUpPOBAHHE,
KOMMPOBaHWE, MPEJIOCTaBICHNE, PACTIPOCTPAHCHUE TMEPCOHATBHBIX JAHHBIX, a TaK)Ke WHBIE
HETpaBOMEPHBIC JIEUCTBHS TIPH UX 00paboTKe B MHPOPMAIIMOHHON CHCTEME MEPCOHABHBIX
nauHbIX. o7 ypoBHEM 3alIMIEHHOCTH TEPCOHAIBHBIX JAHHBIX MMOHUMAETCS KOMIUICKCHBIH
MOKa3aTeNlb, XapaKTEPHU3YIONIUK TpeOOBaHWs, WCIOJHEHHE KOTOPhIX OOecrmeunBaeT
HEUTpamU3allMio OMNPEJEICHHBIX yrpo3 0e30MacHOCTH TMEePCOHAIbHBIX JaHHBIX MPH HX
00paboTke B MHGOPMAITMOHHOHN CHCTEME TIEPCOHANBHBIX JaHHBIX.

4.2. 3ammuiiaeMbie CBEIEHUS O CyOBEKTE MEPCOHANBHBIX JaHHBIX.
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K 3aluIacMbIM CBEICHUAM O CY6T>CKT€ NEPCOHATIBHBIX JaHHBIX Ha CaiiTe oTHOCSTCS JaHHBIC,
IIO3BOJIAOIIUC I/I,Z[CHTI/I(i)I/IHI/IpOBaTB CY6T>CKT INEPCOHAIBHBIX JaHHBIX /U IMOJIYYUTh O HEM
AOIIOJTHUTEIBHBIC CBCACHUS, IPCAYCMOTPEHHBIC 3aKOHOAATCIILCTBOM U Ilonoxxenuem.

4.3. 3amuimaeMbie 00BEKTHI IEPCOHATBHBIX JIAHHBIX.
4.3.1. K 3amuniaeMbiM 00BbEKTaM MEPCOHANBHBIX JaHHBIX Ha CaliTe OTHOCSTCS:

e 00bekThl HH(MOpMATH3AIMM W TEXHHYECKHE CPEJICTBA aBTOMATHU3WPOBAHHOMN
00paboTku nHGOpPMAITH, COIEePIKAIIEH TIEPCOHATILHBIC TaHHBIC;

e wuHpopmanmoHHBIE pecypchl (0a3bl NaHHBIX, (aibl W ap.), CoAepKaIue
uHpopManuio 06 nHHOPMAITMOHHO-TEICKOMMYHHUKAIIMOHHBIX CUCTEMAaX, B KOTOPBIX
UPKYJIUPYIOT ~TEPCOHAJbHBIC JaHHBIC, O COOBITHSX, NPOU3OLICAIINX C
yIpaBIsIeMbIMA OOBEKTaMH, O IUIaHAX oOecredeHus OecriepeOOHHONW padoThl U
npolielypax nepexoia K yrpaBlieHHIO B aBapUUHBIX PEKUMaX;

e KaHAJBl CBSI3U, KOTOPHIC MCIOJB3YIOTCS ISl Tepefadn MEePCOHATBHBIX NaHHBIX B
BUIC MH)OPMATUBHBIX JICKTPUUYCCKUX CUTHAJIOB U (PU3UYCCKUX TOJICH;

e OTUYY)KZAaeMble€ HOCHUTENW HH(OpPMAMM Ha MAarHUTHOW, MAarHUTHO-ONTHYECKOW M
WHOW OCHOBE, IIPUMEHSIEMBIC J1s1 00paOOTKU MIEPCOHAIBHBIX JIaHHBIX.

4.3.2. Texnonoruveckast nHMopManus 00 NHOOPMAMOHHBIX CUCTEMAX M JIEMEHTaX CHCTEMBI
3aIUTHI IEPCOHANTBHBIX JAHHBIX, MOJICKAIIAS 3alIUTE, BKIIFOYALT:

e CBEJCHUSA O CHCTEME YIPABICHMS IOCTYHNOM Ha OOBEKThl MH(POpPMATHU3ALMH, Ha
KOTOPBIX OCYIIECTBIISIETCSI 00pab0TKa MEPCOHATBHBIX TAHHBIX;

e YIpaBIISIOIIAS uHpopManus (KoH(UTYparMOHHbIE daitnel, TaOIUILIBI
MapIIpyTU3aIlluH, HACTPOWKH CUCTEMBI 3allIUTHI U TIP.);

e TEXHOJIOTWYECKas HWHPOpPMAaLUs CpPEACTB JOCTyMa K CHCTEMaM YIpPaBICHUS
(ayreHTHQUKaMOHHAA UH(OPMALIKA, KIIIOYM U aTpUOyThI 10CTYIA U JIp.);

e XAapaKTEPUCTHUKH KaHAJIOB CBS3M, KOTOpPbIE UCHONB3YIOTCS Ul Iepenadu
NEPCOHANBHBIX JAHHBIX B BHJE HMH()OPMATHBHBIX 3JIEKTPUUYECKUX CUTHAJIOB M
bu3nyecKux mnoiei;

e MH(pOpPMAIH O CPe/ICTBAX 3aIUTHI NEPCOHATBHBIX JAaHHBIX, UX COCTABE U CTPYKTYpE,
NPUHIUITAX U TEXHUYECKUX PEIICHHSIX 3aIIUTHI;

e cHyxeOHble JaHHble (MeTaJaHHbIE) MOSBISIOIUECS HpU padoTe MPOrpaMMHOTO
obecrieueHus, COOOIIEHUH UM TIPOTOKOJIOB MEXCETEBOTO B3aUMOJCHCTBUSA, B
pe3yibTare 00paboTKH MEePCOHATBHBIX TaHHBIX.

4.4. TpeOGoBaHUsI K CUCTEME 3aIUTHI MEPCOHATBHBIX JaHHBIX.

Cucrema 3aIUTHI MePCOHAIBHBIX JTAHHBIX JOJIKHA COOTBETCTBOBATH
TpeboBanusM nocranoBienus [IpasurensctBa or 01.11.2012 Ne 1119 «O06 yTBepxkaeHun
TpeOOBaHUIN K 3allUTe MEPCOHAIbHBIX JAaHHBIX NpU HX 00paboTke B HMH(YOPMAIIMOHHBIX
CHUCTEMax MEePCOHABHBIX JAHHBIX).

4.4.1. CucreMa 3amuThl IEPCOHATBHBIX JaHHBIX JOJKHA 00€CIIeYnBaTh:

e CBOEBPEMEHHOE OOHApY’KEHHE U NPeI0TBpallleHIe HECAHKITMOHUPOBAHHOT'O I0CTyIa
K TEpPCOHAJBHBIM JAaHHBIM W (WIM) TEpeAadd MX JUIaM, HE MMEIOIINMM IIpaBa
JIOCTYTIA K TaKOH uH(popMaIum;
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e HEJONYyUICHWE BO3ACUCTBUS HAa TEXHUYECKHE CpPEACTBA aBTOMATH3MPOBAHHOM
00paboTKH MEPCOHATBHBIX JJAHHBIX, B PE3YJIBTATE KOTOPOTO MOXKET OBITH HAPYIICHO
uX (QYHKIIMOHHPOBAHUE;

e BO3MOXXHOCTh HE3aMEUIUTEIBHOTO BOCCTAHOBJICHHUS IEPCOHAIBHBIX JAaHHBIX,
MOJIU(HUIMPOBAHHBIX WM YHUYTOKEHHBIX BCJIEICTBHE HECAHKIIMOHHPOBAHHOTO
JI0CTyIIa K HUM;

e TIOCTOSIHHBII KOHTPOJIb 32 O0ECIEYeHHEM YPOBHS 3aIIMIIEHHOCTH MEPCOHATBHBIX
JTAHHBIX.

4.4.2. Cpencra 3amythl MHQOPMALUHU, NPUMEHsSEMble B HH(OPMAIIMOHHBIX CHCTEMaX,
JOJKHBI B YCTAHOBJIEHHOM IIOPSIIKE IPOXOUTH IPOLEAYPY OLEHKH COOTBETCTBUS.

4.5. MeTop1 ¥ C1IOCOOBI 3a1IMTHI HHPOPMAIMK B UH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JTAHHBIX.

4.5.1. Metoasl u cmocoObl 3amuThl WHGOpMaNUW B HMHOOPMALMOHHBIX CHCTEMax
MepCOHANbHBIX JaHHBIX OnepaTopa I0JKHBI COOTBETCTBOBATH TPEOOBAHUSAM:

o npukaza O®CTIOK ot 18.02.2013 Ne 21 «O06 yrBepxkaenuun CocraBa U COAEpHKaHUS
OpPraHU3alMOHHBIX M TEXHUYECKUX Mep @0 obOecrnedyeHuro 0e30MacHOCTH
NEPCOHAIbHBIX JaHHBIX IpPU HUX 00paboTke B HH(MOPMALMOHHBIX CHUCTEMAax
HEPCOHAIBHBIX JaHHBIX);

e mpukaza ®Cb ot 10.07.2014 Ne 378 «O06 yrBepxkneHun CocraBa U COICpPKAHUS
OpPraHU3allMOHHBIX M TEXHUYECKUX Mep 10 obecrnedyeHuto 0e30MacHOCTH
NEPCOHAIbHBIX JaHHBIX MpPU HUX 00paboTke B HWH(MOPMALMOHHBIX CHUCTEMax
NEPCOHAIBHBIX JAHHBIX C UCIOJIB30BAaHUEM CPEJICTB KPUIITOrpaduuecKoil 3amuThl
uH(pOopMalui, HeOOXOIUMBIX JUIsl BHIMOJIHEHUS YCTAHOBIEHHBIX [IpaBUTENbCTBOM
Poccuiickoit ®enepanuu TpeOOBaHMI K 3allUTe MEPCOHAIBHBIX JaHHBIX JUIS
KaKI0r0 M3 YpOBHEH 3aluIieHHOCTH» (B ciyyae ompezeneHus OmnepatopoM
HEOOXO/JMMOCTH  MCIIONB30BaHMsL  CPEICTB  KpUNTOrpadMuecKkoil  3aluThl
uH(popManuu A odecnedyeHus: 6e30MacCHOCTH NMEPCOHATbHBIX TAHHBIX ).

4.5.2. OCHOBHBIMM METOJIaMH M CIIOCOOAMH 3aIIUThl MH(pOpMALMKU B WH(POPMAIMOHHBIX
cucTeMax MepCOHaJIbHBIX AaHHBIX [loib3oBareneil SABIAIOTCS METOABI M CIOCOOBI 3aIllUTHI
uHbOpMallUM OT HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE€ CIy4alHOro, JaOCTyna K
MIEPCOHAJIBHBIM JAaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUYTO)KEHHE, W3MEHEHUE,
OJIOKMpOBaHKE, KOMHPOBAaHUE, PACHPOCTPAHEHHE MEPCOHAIBHBIX JAHHBIX, & TaKXKe HHBIX

HECaHKITMOHUPOBAHHBIX JICUCTBUH (J1ajiee — METOJBI M CIOCOOBI 3alIUThl UHPOPMAIIUHA OT
HCI).

4.5.3. Bpibop u peanusanuss METOJAOB U cHocoOoB 3amuThl uWH(popmanuu Ha Caiite
OCYHICCTBIIACTCA B COOTBETCTBUU C PEKOMCHAAUUAMHU PETYIISATOPOB B o0iacTu 3alIUThI
nadopmanuu — PCTIK Poccun u ®Ch Poccun, ¢ yauerom onpenensembx OmnepatopomM yrpo3
0€30MacCHOCTH TEpPCOHATBHBIX JAHHBIX (MOJENH Yrpo3) M B 3aBHUCHUMOCTH OT KJacca
MH(POPMAIIMOHHOMN CUCTEMBI.
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4.5.4. BoiOpa"Hble U peaM30BaHHBIE METOJbI M CIIOCOOBI 3amuThl HHGopMaruu Ha Caiite
NOJDKHBI  ofOecreynBaTh  HEUTpanu3alMio  OpeanojiaraéMbIX — Yrpo3  0€30macHOCTH
MEePCOHANBHBIX JaHHBIX MPU UX 00paboTKe.

4.6. Mepsl 3amuThl HHOOPMAITUHU, COCTABIISIONICH MEPCOHATBHBIC IAHHBIE.

4.6.1. Mepsl o oxpaHe 6a3 JaHHBIX, COJAEPKAIIMX MEPCOHATIbHbIE JaHHbIE, IPUHIMAaEMbIE
Omneparopom, TOJKHBI BKIIIOUATh B Ce0s:

e OIpejeNeHue NepevHs HH(opMannu, COCTaBISIONICH TepCOHABHBIC JAHHBIC;

e OTpaHMYCHHE JOCTYNA K HH(OPMAIINHU, COAEPIKAIIEeH IepCOHANBHBIE JaHHbIC, ITyTeM
YCTaHOBJICHHS TIOpsAAKa oOpamieHuss ¢ 3Toil uHQpopMammeil M KOHTPONS 3a
COOJIIOZICHUEM TAaKOT'0 MOPSAKa.

4.6.2. Mepsl mo oxpaHe KOH(MUICHIMATBLHOCTH HHQOPMAIMK TPU3HAIOTCS Pa3yMHO
JOCTaTOYHBIMH, €CJIH:

e HCKJIFOYAETCS JOCTYN K MEPCOHAIBHBIM JIAHHBIM JIFOOBIX TPETHUX JIUI] O€3 COTTIacHs
Onepatopa;

e o0ecrieunBaeTCs BO3MOXKHOCTH HCIOJB30BaHUS HWHMOpPMAIMU, COAEpIKaIIeih
NEepCOHANbHBIE JlaHHBbIe, 0€3 HapyUIeHHs 3aKOHOJATENhCTBA O MEPCOHAIBHBIX
JAHHBIX;

e mpu pabore c Ilomp3oBarenem ycTaHABIMBACTCS TAaKOW TMOPSAOK JIEHCTBUMN
OrnepaTtopa, Mpu KOTOPOM 00ECTIEUUBACTCS COXPAHHOCTh CBEIACHUM, COACPIKAIINX
nepcoHanbHble nanubie [lonp3oBarens.

4.6.3. TlepcoHallbHBIC JAHHBIC HE MOTYT OBITh WCIIOJIB30BaHbI B ILENSIX, MPOTUBOPEYALTHX
TpeboBanusM DemepanbHOrO 3aKOHA, 3alIUTHl  OCHOB  KOHCTHTYIIMOHHOTO  CTpOS,
HPAaBCTBCHHOCTH, 3JOPOBbS, IPAaB U 3aKOHHBIX HHTCPECOB APYTrUX JIUII, oOecrieueHus O60p0HI)I
CTpaHbI U 0E30MAaCHOCTH rOCyIapCTBa.

4.7. OTBETCTBEHHOCTD.

4.7.1. Bce corpynuuku OmepaTopa, oCylIecTBIsone 00paboTKy NepCOHANbHBIX AaHHBIX,
O6$[33HI>I XpaHI/ITI) TafIHy O CBCJICHUAX, conepmamnx HepCOHaJ'II)HBIe JaHHBIC, B COOTBETCTBHUU
¢ [lonoxxenuem, TpeGOBaHUSIMH 3aKOHOAATEIbCTBA PD.

4.7.2. Jluua, BUHOBHBIE B HapylieHun TpeOoBaHuii [lonokeHus, HECYT MPEeAyCMOTPEHHYIO
3aK0HOIaTEILCTBOM PD OTBETCTBEHHOCTE.

4.7.3. OTBETCTBEHHOCTh 3a COOMIOJICHHE PEXUMA MEPCOHANBHBIX JAaHHBIX IO OTHOIICHUIO K
MEePCOHANBHBIM JIaHHBIM, HaXoAsmmuMcsa B 0a3ax maHHbIX CaiiTa, HECYT OTBETCTBEHHBIE 3a
00pabOTKy MEePCOHATBHBIX JAaHHBIX.

5. 3akII0YNTEIbHBIE MOJI0KEHUS

5.1. B cnydae u3MeHeHHUs JIEHCTBYIOLIEro 3aKoHoAaTelbcTBa P®D, BHECEHUsS U3MEHEHUU B
HOPMAaTHUBHBIE JIOKYMEHTBHI IO 3alUTE IEPCOHAJIBHBIX MaHHBIX Hacroswee llonoxenue
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JEHCTBYET B YaCTH, HE IPOTUBOPEYAILCH TCHCTBYIOIIEMY 3aKOHOAATEIIbCTBY JI0 MPHUBEICHUS
€ro B COOTBETCTBUE C TAKUMHU.
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